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Online you can encounter fake news via 
manifold channels: via WhatsApp, 
Instagram, Twitter or TikTok. Therefore, it is 
important for governmental agencies to 
understand how fake news can be 
identified, how they are used and how to 
tackle them.  
 
Definition. Manipulated or false news are 
called ‘fake news’. Untrue claims are 
deliberately made for financial, personal or 
political reasons. The aim is to deceive 
people. (Beisecker, Schlereth & Hein 2022). 
Rumors and false reports have always 
existed - nowadays, however, such reports 
spread much faster and reach many more 
people due to the Internet. Fake news 
spreads primarily via social platforms (e.g. 
Twitter and Instagram) or messengers (such 
as WhatsApp and Telegram). However, 
video portals (e.g. YouTube) or conspiracy 
portals also play an important role 
(Beisecker, Schlereth & Hein 2022). Fake 
News can be produced, read, shared and 
forwarded almost everywhere on the net. 
Examples. Fake news are often used to 
manipulate opinions in society or to 
denigrate or discredit political opponents. 
Especially fake news about refugees or 

other minorities can often be found on 
Twitter and Co.  As political instrument in 
election campaigns, fake news are used to 
shape voting behavior, as the example 
“Frau Baerbock: Witwenrente abschaffen” 
shows (see figure 01). In the example, the 
author claims that Annalena Baerbock, the 
Green Party's candidate for chancellor (in 
2021), said that widows should soon 
receive less money. It should look as if the 
politician wants to cut funds in this area and 
invest the money instead for the integration 
of refugees. This example shows, how 
Baerbock's opponents wanted to set the 
mood against her. In fact, Baerbock has 
never spoken out on the subject of widows' 
pensions. Nor did the Greens' election 
platform say anything about abolishing the 
widow's pension. The below shown picture 
was spread on different channels (Kutzner 
2021). 
 

 
Figure 1 – ‚fake post‘ on Twitter and Facebook 2021 
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A number of fake news stories about the 
Ukraine war are circulating on the Internet 
as well. In addition to Russian state media, 
anonymous websites, foundations, and 
alleged research websites are spreading 
false information. NewsGuard identified 
more than a hundred websites with Russian 
disinformation in early March. The U.S. firm 
specializes in tracking such propaganda 
sites and refuting fake news.  

 
Figure 2 – ‚fake post‘ on Twitter and Facebook 2022 

On February 24, 2022 - the day of Russia's 
invasion of Ukraine - the hashtag 
#USBiolabs circulated on Twitter: The 
thread cited claims by Russian officials that 
the U.S. maintained a network of 

bioweapons labs near Russia's borders in 
Eastern Europe," reports the Ukraine War 
Misinformation Tracking Center 
(NewsGuard 2022). 
Short facts. Fake News became much more 
dominant in media landscape in the last 
years.  As a representative survey 
conducted by the infratest dimap polling 
institute in 2020 shows, during the Corona 
pandemic, 76 percent of respondents were 
regularly confronted with fake news 
(infratest dimap 2020). That's 50 percent 
more than two years earlier. 
A study by the Massachusetts Institute of 
Technology (MIT) also estimates that, on 
average, fake news is shared on Twitter 
almost twice as often as other content. 
(Vosoughi, Roy, & Aral 2018) 
The spread is also about six times faster 
than real news. 
 
Distribution. When spreading fake news, 
so-called social bots are often used - i.e. 
computer-controlled social media accounts 
that automatically take care of spreading 
the messages. Due to the many automated 
retweets and likes, opinions or messages 
spread faster and appear much larger (and 
more important). Social platforms tend to 
highlight and disseminate information that 
generates particularly strong reactions 
(both positive and negative). This is because 
the more posts are commented on and 
shared, the more money the platform 
earns. Thus, with particularly lurid 
headlines ("clickbait"), posts receive much 
more comments and reactions. 
Furthermore, what is displayed is not 
predetermined by journalistic criteria, but 
by algorithms. With the help of algorithms, 
data is used to select what is particularly 
interesting for the individual users. One 
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example is the timeline in Facebook, which 
shows  content selected by algorithms fed 
with users’ online behavior..  
 
Identification for everyone. How to 
distinguish real from fake news? There are 
simple ways that are open for everyone:  
 
(1) check sources critically - Is the message 
formulated in a factual manner? Are the 
arguments supported in a comprehensible 
way? Further take a look at the website. 
Does the site make a serious impression? In 
the imprint, one should always be able to 
find information about the operators of the 
website. There should also be contact 
information.  
 
(2) research facts - One should also take 
data and statistics with a grain of salt. See if 
one can find the numbers and claims on 
independent and reputable sites.  
 
(3) check pictures & videos - With simple 
tools one could check if the photo matches 
the caption. The reverse image search 
shows you whether an image is really as 
current as it seems or whether it may have 
been on the web for years. One can do this 
for example with Google Image Search or 
with Tiny Eye. You enter the link or upload 
the file and the program shows you 
whether or where the image has been used 
before. For videos, the YouTube 
DataViewer from Amnesty International 
can be used. 
 
Special appearances. So-called chain letters 
are to be distinguished from classic fake 
news. At the beginning of the pandemic, 
countless chain letters circulated on 
WhatsApp, for example about supposedly 
closed supermarkets or apparent miracle 

cures for Corona. It can be about anything - 
love, friendship, a supposedly cool offer or 
a warning that everyone should know about 
immediately. The structure is almost always 
the same. Chain letters contain (a) a request 
to forward the message: "Send this letter to 
10 friends ...", (b) a time limit: "You have 24 
hours!", and (c) a means of pressure: "If you 
don't forward the letter, then ...!". Besides 
harmless chain letters ("Send this heart to 
people you like"), some can be quite scary. 
In such letters, for example, one is 
threatened that something might happen 
to you or your fellow human beings, or that 
a monster might come to ones bedside 
during the night. In other letters, ones are 
sent bargains or even money prizes and 
links. Behind this is someone who wants to 
spam one with advertisements or grab your 
data. Such messages often come from 
unknown numbers.  
 
One particular form of fake may become 
increasingly important in the future: 
deepfakes. The term is made up of the 
English words "deep learning" (the learning 
of machines through large amounts of data) 
and "fake" - fake videos that are produced 
with the help of artificial intelligence. There, 
for example, one can see and hear a 
politician say something that he never said 
in reality. Faces or voices are replaced and 
yet the deepfakes look like real videos. 
Celebrities are particularly often affected by 
deepfakes. However, private individuals can 
also become victims of deepfakes: In 
Australia, the 17-year-old Noelle Martin 
appeared in porn videos. Someone created 
the deepfakes with a photo of her. She 
successfully defended herself against this. 
Together with other activists, Noelle 
successfully campaigned for stricter laws. In 
Australia, deepfakes have been banned 
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since 2018. Perpetrators face prison 
sentences of several years. 
 
Conspiracy theories existed before the 
invention of the internet. These theories 
divide the world into “good” and “evil” – a 
simplified worldview. "The moon landing 
didn't happen!"; "Bill Gates brought Corona 
into the world to implant chips in us!"; 
"Barack Obama and Angela Merkel are 
reptiloids!"; "The earth is flat!" Through 
messengers like Telegram or video portals 
like YouTube, however, such stories spread 
much faster and further. They offer simple 
answers to complex questions and divide 
the world into "good" and "bad”. Often it is 
"those up there" (i.e. politicians or heads of 
large companies) who are supposedly lying, 
manipulating and pursuing a sinister plan. 
And it is precisely these enemy images that 
are dangerous: For example, such myths 
warn of the "powerful Jews" who would 
rule the entire world. This incites hatred of 
Jewish people, who are also subject to 
attacks online and offline as a result of such 
narratives. It is therefore important that we 
listen particularly carefully to such stories 
and intervene. Characteristics of conspiracy 
theories are usually (a) clear division of 
good & evil, "above & below"; (b) there are 
clear enemy images (politics, media, 
economy); (c)there are no coincidences. 
everything is part of a bigger plan; (d) the 
arguments are not conclusive and / or even 
contradict each other; (e) no scientific / 
serious sources are used; (f) many 
questions are asked, but no answers are 
given. 
 
As described above, fake news is a complex 
phenomenon and in the focus of various 
governmental agencies, andLEAs..  
 

Possible approaches for countering fake 
news are: 
 
(1) Recognizing factors and stylistic devices 
of disinformation campaigns and disclosing 
them - with this knowledge, artificial 
intelligence systems can be trained to 
automatically recognize the characteristic 
factors and stylistics. In this way, 
governmental institutions as well as citizens 
could be warned when suspicious stylistic 
devices appear in news.  
 
(2) Analysis of forms of dissemination of 
disinformation - if these can be understood 
and recognized, there is the possibility of 
establishing combat strategies in 
messenger services and social media 
platforms. 
 
(3) Development of tools for the 'normal 
citizen' - such as browser plug-ins. If the 
factors and stylistics as well as distribution 
channels are known, citizens can be 
automatically warned by IT tools such as 
plugins when they encounter fake news. 
 
(4) Development of publicly accessible 
databases - here it must be made as easy as 
possible for citizens to check a message or 
information that is available online - 
regarding the author, the content and 
further data used... 
 
(5) Creating awareness among the 
population - citizens must be warned about 
the phenomenon of fake news by means of 
targeted preventive measures. On the one 
hand, the information deficit must be 
eliminated, and on the other hand, 
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strategies for dealing with fake news that 
can be used by anyone must be 
communicated (e.g., how do I check the 
authenticity of a message). Prominent 
persons in particular, with their 
appearances on social platforms, can 
contribute to the spread or containment of 
fake news and disinformation. It would 
therefore be important to involve this 
target group directly in prevention efforts. 
 
(6) Closing knowledge gaps among 
employees of offices, authorities and public 
organizations - only if the members of these 
institutions are aware of the phenomenon 
of 'fake news', they can deal with the 

effective development of 
countermeasures. Targeted training 
measures need to be developed here ('how 
do I create a counterstatement' or 'how can 
I arrange for Internet content to be 
deleted?'). 
 
(7) Appropriate tools for recognizing fake 
news are also indispensable for state 
authorities - only if the state notices the 
emergence of disinformation at an early 
stage can it intervene at an early stage. 
 

 

Further informations 

 

 

NOTIONES iNteracting network of intelligence and security practitiOners with 
iNdustry and academia actorS 

About the project The vision of the NOTIONES network is to build and maintain a pan-
European ecosystem of security and intelligence practitioners in order to 
(1) monitor technologic opportunities and advancements and best 
practices and (2) define and refine requirements and standardization 
needs. In order to achieve this objective the project, coordinated by 
TECNALIA, combines the expertise of 29 partners from 21 different 
countries; including 15 military, civil, financial and judiciary practitioners 
as well as local, national and international law enforcement agencies. 

Project Budget 3,471 Mio Euro 

Link to project:  https://www.notiones.eu/   
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